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Planning for disaster recovery

Anyone who has been through a majorearthquake, flood, fire or other disaster can confirm that a
lot more could have been done —and should have been done —to lessenthe impact. Forethoughtis
the keyto recovery.

Assessing the risks

Meet with staff and advisers to start developing arecovery plan. Setacompletiontimeline todrive
progress, or the initial enthusiasm may die away.

Draw up an action plan afterthe first meeting and assign responsibility for reporting back on various
aspectsat the next meeting.

What could happen?

Possible threats couldinclude:

e Natural:Storms, floods, droughts, earthquakes, tsunamis orfires that could disrupt business
and supplies.

e Human: Adisasterinthe economy that could disrupt creditlines orrequire unexpected
repayment of existingloans, ora pandemicthat could cut off customers.

Some of these may seem more likely than others to strike your business, but remember that
unexpected disasters canand do occur. The important pointistothinkabout how yourbusiness will
recover.

Where are you most vulnerable?

What could cause the most damage to your business?
e Injuriesto key staff.
e Loss of business data.
e Loss of customers.
e Loss of premises.
e Inabilitytodelivergoods orservices.

Discuss how you can make weak points more robust and compensate for other damage. For
example, cloud computing solutions can prevent dataloss and allow staff to continue working from
any location.
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Creating a recovery plan

The recovery planshouldinclude two parts: stepsto lessen the damage and plans torebuild
productivity as quickly as possible. Print copies of your plan, but postit online as well (perhaps using
a cloud solution) as this may be the only way staff can access it after a disaster.

Safety preparation

Take a look around your business. What could you do to improve the safety of youremployees and
the workplace? Justabout every business can make some improvements. Fewerinjuries and
accidents mean less stress and a fasterrecovery.

e Checkfire escapesand emergency exits are safe and usable.

e Install extrasmoke andfire alarms and fire extinguishers.

e Schedule quarterly servicing foralarms and fire extinguishers.

e Considerinstallingsprinklersifthey are notalreadyin place.

e Install orcheck emergency lighting and back-up generators.

e Securefiling cabinets, office furniture and machinery that could move ortopple.
e Appointasafety officerand hold quarterly fire and evacuation drills.

e Checkand refresh first-aid kits.

e Sendselectedstaff on emergency first-aid courses provided by organisations such as St
John or the Red Cross. Find a course near you.

Insurance

Everyone resents payinginsurance premiums, butina disasterinsurance can become your best
investment. Insurance becomes asignificantissue afteradisaster. You will become very familiar
with all the wording and small printin your policies and any wrinkles that allow wriggle room forthe
insurance company. Itis betteryou become very familiar with these things before a disaster.

Get expertadvice onthe insurance coveryou need foryourbusiness, including asset protection,

businessinterruption, business relocation, key personinsurance, and other forms of protection that
will allow youto getback on yourfeetas soon as possible.

Personal resilience

Leadership afteradisaster will be much easierif you have clearrecovery plans that you have
rehearsed with staff. [t then becomes a case of ‘follow the plan’. The recovery plan should include:

e Everyone’scontactdetails, including cell phone numbers.
e Evacuationplanfor the building.

e Whenand where people should meet.
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e How the business will continue.

Basic survival resilience

Encourage employees to store torches, battery radios, and a week’s worth of batteries, clean water,
food and cooking supplies —and nappies and petfoodifapplicable. A hand-cranked cell phone
charger can be very useful.

Operating resilience

In the days following a disaster, you may need money to keep going. Two useful steps:

1. Buildan emergency fund forrunning expenses afteran emergency. It may take many
monthsto getan insurance settlement.

2. Negotiate acreditline fromthe bankyoucan draw on ina crisis. Show themyour recovery
plan.The bank is more likely to extend creditif they know the funds will be purposefully
directed.

Production resilience

The first question customers are likely to askis: “How will this affect our delivery deadlines?”
Customers may be sympatheticif they hearyourbusiness has suffered from a disaster. They may be
less sympatheticif they discoveryou were unprepared.

Disaster can bring out the bestin people. Competitors may be generousinletting you share their
production facilities, borrowing some staff oreven sharingtheir premises.

Think of ‘Plan Bs’ to meet your commitments, such as possible alternative premises or businesses
you would need to contact about supplies, production equipment or outsourcing work.

Communication

Leadership afteradisaster means clearand calm communications. Use all the latest tools available
as actual meetings may not be possible.

e Use aSmartphone to call or text staff and customers.

e Update your website and Facebook, Twitter and LinkedIn accounts as soon as you have
Internetaccess, totell people whatis happening.

e Tell customerswhere you are if the business has been forced torelocate.

e Make sure at least key staff have Smartphonesand remote working tools such as laptops
and tablets so they can work from home if necessary to meet commitments.

Managing staff

A recovery planthathas beenrehearsedinadvanceisthe bestsecurity blanket for staff, who may
be worried abouttheirjobs and where the next meal will come from.
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You will gain respect from staff if you show concern for their welfare. Recognise thatthey too are
concerned abouttheirfamilies and friends. Everyone will be stressed —often to a far greaterextent

than they are prepared to admit or show. Productivity may be lowerforawhile, and some may need
counsellingorleave.

Give staff a role in the recovery by encouraging them to come up withinnovative solutions to limit
the lossesinyourbusiness.

Communicating with customers

The ideal scenario aftera disasteris beingable to continue operating so seamlessly that customers
neverrealise the traumayou’ve been through. This may not be achievable, butitsets the bar high
and encouragesinnovative thinking.

Make sure your customer database is up to scratch and includes theiremailand cell phone details so
you can keepin close contact.

If supplies orservices willbe disrupted, try to give them a clear picture of the extent of the problem
and whenyou expectto be able to deliver.

Keep customers updated on progress. They willbe more inclined to supportyouin the future if
you’ve been honest and upfrontabout delivery interruptions. They will be less supportive if they’ve

beeninconvenienced through lack of communication and forced to source emergency supplies from
a competitor.

Next steps

e Meetwithstaffand adviserstostart work on a Recovery Plan.

e Discussyourinsurance needs with aninsurance broker.

e Make sure key staff are able to work remotely if necessary.

e Include photographs of yourbusiness and an updated assets registerin your Plan.

e Take photographs again aftera disasterto supportyourinsurance claims.
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